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Article history: This study aims to examine the Maluku Regional Police’s investigation
Received: April 10, 2026 into the crime of distributing pornographic videos and identifying
Revised: May 20, 2026 perpetrators of the distribution of pornographic videos on social media.
Accepted: June 15, 2026 This research method is field research, utilizing field data as the primary

source, such as observational interviews and documentation. It also
analyzes the legal framework related to the investigation into the crime of
distributing pornographic videos and identifying perpetrators of the
Distribution of Pornographic distribution of pornographic videos on social media conducted by the
Videos, Maluku Regional Police. The results indicate that the investigation into
Maluku Regional Police, the crime of distributing pornographic videos on social media begins with
Social Media. receiving a report from the public, which serves as the basis for the police
to identify the source of the video and collect digital evidence. All of these
stages are regulated by various laws and regulations, such as the Criminal
Procedure Code (KUHAP), the Electronic Information and Transactions
Law (UU ITE), and the Criminal Code (KUHP). The research results also
show that the determination of perpetrators of the distribution of
pornographic videos on social media by the Maluku Regional Police was
carried out by identifying initial evidence in the form of videos, photos, or
links that were distributed, as well as securing the URL of the social media
account profile as a basis for tracking and determining the suspect based
on the fulfillment of two valid pieces of evidence, accompanied by legal
action in the form of arrest, examination, and detention. To prevent the
perpetrator from repeating his actions, the police secured the electronic
devices and social media accounts used.
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1. INTRODUCTION

According to Article 1 paragraph (3) of the 1945 Constitution (UUD NRI 1945),
Indonesia is a state based on law. The 1945 Constitution advised Indonesia's founding
fathers to establish a state based on law, not power. To ensure order, security, justice,
and prosperity for its people, Indonesia establishes law as the highest authority.
Therefore, every action taken by Indonesian citizens is based on law [1]. The current
development of information technology has brought humanity into an era of highly
liberated globalization, which has had various consequences, both positive and negative
[2].With the emergence of internet services, technological globalization has transformed
the world into the cyber era. The emergence of these services has created cyberspace, a
virtual world that offers various conveniences [3]. However, technological advances,
including the direct development of the internet, have given rise to a variety of new legal
issues. One type of crime exploiting the internet through social media is online
pornography, also known as cyberpornography. This is the dissemination of immoral
content (pornography) accessible to the public using the internet. On social media,
cyberpornographic content typically consists of pornographic videos, moving
animations, and erotic images [4]. According to Soerjono Soekanto, technological
advances will go hand in hand with the emergence of changes in society. These changes
in society can affect social values, social norms, behavioral patterns, organizations, and
the structure of social institutions [5]. To prevent crimes occurring in the field of
Information Technology and Electronic Transactions, the Indonesian government issued
Law Number 19 of 2016 concerning amendments to Law Number 11 of 2008 concerning
Information and Electronic Transactions, commonly referred to as the ITE Law.
However, in reality, crimes in the ITE sector still occur frequently, such as defamation,
cyber network destruction (hacking) and the distribution of content that violates moral
values, such as pornographic images or videos. Regarding investigations, the Criminal
Procedure Code defines an investigation as a series of investigative actions, in
accordance with the methods stipulated in this law, to seek and collect evidence that
sheds light on the crime that has occurred and to identify the suspect. As explained in
the discussion of general provisions, Article 1, paragraphs 1 and 2 define an
investigation, stating that investigators are carried out by National Police officers or
"certain” civil servants granted special authority by law [6]. The offense punishable by
Article 282 is broadcasting, displaying, creating, offering, or otherwise transmitting
writings, images, or objects that violate morality or are pornographic. The crime of
pornography is regulated in Law Number 1 of 1960 concerning the Criminal Code
(KUHP) and more specifically in Law Number 44 of 2008 concerning Pornography
(UUP). However, due to changes in the method, with the use of electronic media as a
means of distribution, Law Number 19 of 2016 concerning Amendments to Law Number
11 of 2008 concerning Electronic Information and Transactions (ITE Law) was enacted
[7]. In Maluku, particularly on Ambon Island, several cases have recently emerged,
starting with the circulation of viral videos containing elements that violate morality,
such as videos circulating on social media with titles such as "ice cubes," "hot water,"
"Chinese graves," and most recently, "grandpa and young lady." The cases mentioned
above raise questions among the public regarding the widespread distribution of
pornographic videos on social media, and the process by which the Maluku Regional
Police apply criminal sanctions to accounts involved in these distributions. This becomes
interesting to examine further.



Based on initial observations, the Maluku Regional Police, in their efforts to handle
cases of pornographic videos on social media, are in accordance with the mandate of the
law, namely the Electronic Information and Transactions (ITE) Law and the
Pornography Law. The investigation and prosecution of these cases are conducted by
the Maluku Regional Police's cyber division. They first receive reports from victims and
tind pornographic videos circulating on social media in violation of the ITE Law and the
Pornography Law. We, as investigators, first consult with our superiors regarding the
issue. After that, our superiors appoint individuals to handle the case. The appointed
individuals then carry out administrative processes related to the report and the
pornography case. We then conduct interviews with experts in the field of ITE, and we
examine witnesses and evidence. From the results of the witness examination, a case title
is carried out to determine the suspect, if everything has been done starting from the
statements of the victim, witnesses, and evidence, then we will summon the perpetrator,
the suspect, If it has been determined then we will carry out detention, as for there is an
error then an extension will be requested by the investigator at the Prosecutor and the
court, Because what can decide the sentence period is determined by the court, which
usually occurs when the error is in virtual evidence, therefore we carry out a digital
forensic examination at the center and sometimes also in Makassar. Some of the cases
handled by the Maluku Regional Police involve individuals aged 20-40 years. The
perpetrators we handle are not only native to Maluku but also from outside Maluku.
The number of cases in the past year, 2023-2024, was approximately 10-15, a significant
decrease compared to the previous year. Certainly, there are challenges when handling
cases of pornographic video distribution on social media, such as perpetrators using fake
accounts, which makes it difficult for experts and investigators to investigate [8]. The
investigation was conducted to obtain evidence of the criminal act of distributing
pornographic videos on social media. To obtain this evidence, a laboratory examination
of the case under investigation is required, along with a legal opinion from a professional
expert.

2. METHOD

This study employed a qualitative field research design to explore the legal
enforcement of cases involving the dissemination of pornographic videos through social
media in Indonesia. The research was conducted between October and December 2024
at the Cybercrime Unit (Sub-Directorate V Cyber) of the Maluku Regional Police (Polda
Maluku), Ambon, Indonesia, as the institution responsible for investigating cybercrime
cases. Primary data were collected through semi-structured interviews with three
purposively selected law enforcement officers who possess direct experience in handling
cybercrime investigations related to pornography offenses, while secondary data were
obtained from statutory regulations, official reports, case-related documents, academic
journals, books, and other relevant legal literature. Data were collected using three
complementary techniques, namely direct observation of institutional practices and
publicly accessible social media content, in-depth interviews with key informants, and
documentation of legal and institutional records. The collected data were analyzed using
the interactive analysis model developed by Miles and Huberman, which includes data
reduction, data display, and conclusion drawing and verification. To enhance the
credibility and trustworthiness of the findings, methodological triangulation was
applied by comparing evidence obtained from interviews, observations, and
documentary sources, thereby ensuring the consistency and validity of the research
results.



3. RESULTS AND DISCUSSION
3.1 Overview of the Research Setting

The Cybercrime Unit (Sub-Directorate V Cyber) of the Maluku Regional Police
(Polda Maluku) serves as the primary law enforcement institution responsible for
investigating cybercrime cases within Maluku Province, including the dissemination of
pornographic content through digital platforms. The institution operates under the
Directorate of Special Criminal Investigation (Ditreskrimsus) and is responsible for
conducting cybercrime investigations, collecting digital evidence, performing digital
forensic examinations, and coordinating with relevant national agencies in enforcing
cyber law [9]. As a regional police institution, Polda Maluku has jurisdiction over all
regencies and municipalities within Maluku Province and plays a significant role in
maintaining public order, preventing cybercrime, and enforcing criminal law in
cyberspace [10]. The organizational structure, statutory authority, and investigative
responsibilities of the Cybercrime Unit therefore provide an appropriate institutional
context for examining the implementation of criminal investigations involving the
dissemination of pornographic content through social media.

3.2 Investigation Process of the Dissemination of Pornographic Videos through
Social Media

The findings indicate that criminal investigations into the dissemination of
pornographic videos through social media commence upon receiving a report or
complaint from victims or members of the public. The report serves as the legal basis for
investigators to conduct preliminary examinations, identify the source of the content,
and secure digital evidence before initiating a formal investigation. According to
interviews with investigators from the Cybercrime Unit of the Maluku Regional Police,
the most significant challenges include identifying anonymous perpetrators, tracing fake
social media accounts, and collecting electronic evidence distributed across multiple
digital platforms [11].

The investigation process subsequently proceeds through several procedural
stages, including preliminary inquiry, formal investigation, collection of electronic
evidence, witness examination, suspect interrogation, digital forensic analysis, detention
where necessary, prosecution, and judicial proceedings. Throughout these stages,
investigators rely extensively on electronic evidence, such as screenshots, Uniform
Resource Locator (URL) profiles, Internet Protocol (IP) addresses, digital communication
records, and forensic examinations of electronic devices [12]. These procedures are
carried out in accordance with the Indonesian Criminal Procedure Code (KUHAP), the
Electronic Information and Transactions Law (Law No. 11 of 2008 as amended by Law
No. 1 of 2024), and Law No. 44 of 2008 concerning Pornography.

The interview findings further reveal that effective cybercrime investigations
require close cooperation between regional police investigators, the National Police
Headquarters (Bareskrim Polri), digital forensic experts, and social media service
providers. Such collaboration is particularly necessary when perpetrators operate
anonymous accounts or are located outside the jurisdiction of the Maluku Regional
Police. These findings demonstrate that technological capability and inter-agency
cooperation have become essential elements in enforcing criminal law against online
pornography [13]

These findings are consistent with Gunawan et al. (2021), who argued that Article
27 paragraph (1) of the Electronic Information and Transactions Law constitutes the



principal legal foundation for prosecuting individuals who distribute electronic content
containing pornography. Likewise, Putra and Rizqgia (2019) found that limitations in
digital evidence collection and technological resources remain major obstacles to
effective cybercrime investigations. The present study extends previous research by
demonstrating that investigators at the Maluku Regional Police increasingly rely on
digital forensic techniques and institutional coordination to establish criminal
responsibility in cases involving the dissemination of pornographic videos through
social media [14].

3.3 Challenges in Determining Suspects in Pornography-Related Cybercrime Cases

The study further revealed several practical challenges in determining suspects
involved in the dissemination of pornographic videos through social media.
Investigators explained that the identification of suspects largely depends on the
availability of at least two legally admissible forms of evidence as required under Article
184 of the Indonesian Criminal Procedure Code [15]. In cases involving anonymous or
fake social media accounts, investigators first secure the Uniform Resource Locator
(URL), digital profile information, and electronic communication records before
coordinating with the National Police Headquarters and relevant digital service
providers to trace the identity of account owners [16]. Digital forensic examination,
witness testimony, expert opinions, screenshots, electronic documents, and device
examinations constitute the principal sources of evidence used during investigations
[17]. Another significant obstacle concerns victims who withdraw complaints before the
investigation is completed, perpetrators located outside the jurisdiction of the Maluku
Regional Police, and delays in obtaining electronic data from international digital
platforms. These factors often prolong investigative procedures and complicate the
establishment of criminal liability. Nevertheless, investigators reported that
technological advancements in digital forensics, combined with institutional
cooperation among law enforcement agencies and government institutions, have
substantially improved their ability to identify offenders and secure legally admissible
electronic evidence [18]. The findings corroborate previous research indicating that the
effectiveness of cybercrime law enforcement depends not only on the existence of
adequate legal provisions but also on technological capability, institutional cooperation,
public participation, and digital forensic capacity [19]. While Indonesian legislation
provides comprehensive legal instruments for prosecuting online pornography,
practical implementation continues to face technical and procedural challenges.
Therefore, strengthening digital forensic infrastructure, enhancing cooperation with
global social media providers, and improving investigators' technical competencies are
essential to increasing the effectiveness of criminal investigations involving the
dissemination of pornographic content through social media [20].

4. CONCLUSION

This study concludes that the investigation of the dissemination of pornographic
videos through social media by the Cybercrime Unit (Sub-Directorate V Cyber) of the
Maluku Regional Police has generally been conducted in accordance with the
Indonesian legal framework, particularly the Indonesian Criminal Procedure Code
(KUHAP), Law No. 1 of 2024 concerning the Second Amendment to the Electronic
Information and Transactions (ITE) Law, Law No. 44 of 2008 concerning Pornography,
and other relevant criminal law provisions. The investigation process begins with
receiving reports or complaints from the public, followed by preliminary inquiries,



formal investigations, the collection and examination of digital evidence, witness and
suspect examinations, forensic analysis of electronic devices, and judicial proceedings
where sufficient evidence is established. The findings demonstrate that digital evidence
plays a central role in establishing criminal liability in cybercrime cases involving
pornographic content. However, investigators continue to face substantial practical
challenges, including difficulties in identifying anonymous perpetrators, tracing fake
social media accounts, obtaining electronic evidence distributed across multiple digital
platforms, and securing cooperation from international social media service providers.
The determination of suspects is further constrained by the legal requirement that
investigators possess at least two legally admissible forms of evidence before criminal
charges can be formally initiated. Additional obstacles arise when victims withdraw
their complaints, perpetrators reside outside the jurisdiction of the Maluku Regional
Police, or electronic data cannot be obtained promptly because of cross-border legal and
technical limitations. Despite these challenges, the study indicates that technological
advancements in digital forensic investigation, improved institutional coordination with
the National Police Headquarters and other government agencies, and the increasing
use of digital investigative techniques have significantly enhanced the effectiveness of
cybercrime investigations. These findings suggest that the effectiveness of law
enforcement in combating the dissemination of pornographic content on social media
depends not only on the adequacy of existing legal regulations but also on the
availability of advanced digital forensic infrastructure, competent investigators,
institutional collaboration, and public participation in reporting cybercrime.
Accordingly, strengthening the technical capacity of cyber investigators through
continuous professional training, improving cooperation with domestic and
international digital platform providers, enhancing inter-agency coordination,
promoting digital literacy and legal awareness among the public, and establishing more
effective procedures for securing and preserving electronic evidence are essential
measures for improving future investigations. Collectively, these efforts will contribute
to a more effective, accountable, and technologically responsive criminal justice system
capable of addressing the growing complexity of cybercrime and protecting society from
the harmful consequences of the online dissemination of pornographic content.
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